Pfipojeni do internetu pres centralu skrz

VPN tunel IPSec klientem.

Tato situace nastane, kdyZ se potfebujeme pfipojit napfiklad k néjakému portalu ze svého
pocitace zdomU (nebo kdekoliv) tak, abychom méli firemni vetfejnou IP adresu centraly. Musime tedy
zafidit, aby veskery traffic, véetné pfistupu do internetu, sel do tunelu a do internetu pres router, ke
kterému jsme pfipojeni.

Musime udélat 4 véci:

1. Na routeru zaloZit v Object ALL_sites /Subnet: 0.0.0.0/0.0.0.0

|7 Edit Address Rule ALL_sites

arme: ALL_Sites

Address Tepe: SUBMET =
Metwark: 0.0.0.0

Metmask: 0.0.0.0

[ [o]'4 ] [ Cancel

1. Narouteru v VPN tunelu PH2 nastavit Local policy na ALL_sites 0.0.0.0/0.0.0.0
- ]
|/ Edit ¥PN Connection YPN_Client_ucetni 2%

Show Advanced Settings [(=|Create new Object»

General Settings

Enable

Connection Marme: YPM_Client_ucetni

¥PMN Gateway
Application Scenario
) Ske-to-site
(7)) Ske-to-site with Dynarnic Peer
Remote Access (Server Raole)

) Remote Access (Client Role)

WPN Gatewary: YPM_client_gate | wanl 0,0.0.00.0.0.0
Policy
Local policy: ALL_Sites ~ | SUBNET, 0.0.0.00

Phase 2 Setting

SA Life Time: s6400 (180 - 3000000 Seconds)

Related Settings -




2. Dale musime nastavit routu z pfislusného VPN tunelu do internetu:

&7 Edit Policy Route

[ Show Advanced Settings (/=] Create new Object+

Configuration

Enable

Description: Routa_pro_¥PH_do_-Internel| {Optional}

Criteria
User: any
Incoming: Tunnel
Please select one member: WPM_Client_ucetni
Source Address:
Destination Address:
DSCP Code:
Schedule:

Service:

Type:

DSCP Marking

DSCP Marking: preserve

3. V klientovi nastavime v PH2 radéji IP adresu ( zde 10.11.11.11) a Adresu vzdalené sité na
0.0.0.0/0.0.0.0

IPsec  Roziifené Automatizace Vzdalené sdileni IPV4 Bl
Adresy

Adresa VPN Klienta | .11 . 11 . 11 |

IP adresa tohoto poditace viditelna ze vzdalené
LAN.,

Adresa vzdalene LAN | u o .ouw .ou D

Maskapodsfté|0.0.0.0|

ESP
Sifrovani  3DES o
Autentizace SHA-1 e
Refm  Tunel ~
PFS
[CIpFs Skupina
Zivotnost

Doba Zvotnosti IPsec 1800 sek.




